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PHONG TO CHUC CAN BO Poc 1ap — Tw do — Hanh phiic
S0:195 /TB-TCCB TP. H6 Chi Minh, ngay.19 théng 7 ndm 2023
THONG BAO

V& viéc tuyén truyén tai lidu hwong din ki niing khai thac thong tin
va van hoa rng xi khi tham gia moi trwong mang

Cén ctr Cong vin s6 5684/SYT-CNTT ngay 13 thang 7 nam 2023 cia SG Y té
Thanh phé H5 Chi Minh vé viée tuyén truyén tai lidu huéng dan k¥ ning khai thac
thong tin va vin hoéa ung xt khi tham gia mdi truong mang.

Duoc sy chi dao, phan cong cia Ban Giam Doc.

Phong T chiic can bd kinh chuyén toan vin vin ban dén cac khoa/phong dé
biét va thyc hién tuyén truyén phd bién dén vién chic, ngudi lao dong “ Hudng
dan k¥ niing khai thac thong tin va vin hoa tng x( khi tham gia moi trudng mang”,

Pé nghi Lanh dao cac khoa/phong nghiém tic trién khai, thyc hién ndi dung
thong bao trén./.

(Dinh kem cong vin 56 5684/SYT-CNTT ngay 13 thang 7 ndm 2023 ciia S6
Y té Tp. H6 Chi Minh vé tuyén truyén tai liéu hudng dan ky ndng khai thdc théng
tin va van héa vng xir khi tham gia méi truong mang; Cv s6 1745/STTTT-TTDT
ngay 21 thang 6 nim 2023 cia S¢ Théng tin va truyén théng va tai lidu huong
dan).

Noi nhin TRUONG PHONG
- Ban Giam doc;

- Céc khoa/phong;

- Luu: TCCB (VTH/1b).

el b By 2ea

sty

BENH VIEN NHI DONG 2
PHONG 10 CHUC AN B

Ths Phan Thi Hong Lé




W




UY BAN NHAN DAN

THANH PHO HO CHI MINH

SOYTI
8é: ALY 1SYT-CNTT
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Kinh gui:
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- Cac ph(‘)ng ChuyéH md ubulyp VO O-—te;
- Cée don vij tryre thude So Y té,

Ngay 21 thdng 6 n&im 2023, Sor "hong tm va Tr uyen thong dd ban hanh

‘Coéng vin s6 1745/STTTT-TTDT vé tuyén tluycn tai lxeu huéng dén k§ ndng

/ khai thac thong tin va viin hoa tng xUr khi tham gia moi truong mang. Theo dd,

/ S¢ Théng tin va Truyén thong di xdy d‘,rng tai lieu “Hudng dan k§ néng khai
/ théc théng tin va viin héa g xir khi tham gia moi trudng mang”.

/ S¢ Y t& d& nghj cée don vj cin clr vao Lai hc;u “Hucmg, din ky ning khai

' théc théng tin va véin hoa tmg x\r khi tham gia méi trudmg m@ng” cun S& Thong
tin va Tr uycn théng dé xdy dung phuong 4n, hinh thie, ké hoach (5 chirc tuyén
truyén dén can bo, cong chirc, vién chire, ngudi lao dQng cua don vi, Pon vj té.l
tai liéu tuyén truyén tai Trang thong tin dign wy cvia S¢ Thong tin va Tluyen
thong trong Chuyén myc/Théng tin tuyén truydn/Thong tin dién ti,

(Dinh kém C(mg vein 56 1745/S!‘ TTT-TTPT ngay 21 thang 6 ndm 2023
cua S& Théng tin va Tr uyén thong). / \_/.,

Noi nhdn: KL.G) 1AM POC
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UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
. THANITPHOHO CHi MINIH Doc lgp - Ty do - Hanh phie
SO THONG TIN VA TRUYEN THONG

So: ,H’ 4"5 STTTT-TTDT Thanh phd Hé Cht Minh, ngdyﬂ / thangb ném »2025

Vv tuyén truyén i licu hudng din ky
niing khai thic thong tin va viin héa (mg
xir khi tham gia moi tradmg mang

Kinh gui:
- Vin phong Uy ban nhén dan Thanh phé;
- 8& - ban, nganh Thanh pho:
- Co quan bao chi Thanh phd;
Uy ban nhan dan Thanh phé Thi Dirc va 21 quén, huyén.

Nhim ndng cao ¥ thire, teach nhigm cla co quan, td chire, ci nhén khi tham gia
moi trimg mang, S& Thong tin va Truyén hong di xdy dung tai liéu “Huéng dan
ky ning khai thdc théng tin va véin hoa (mg x(r khi tham gia méi trudng mang” (dfnh
Aeniy.

50 Thong un va Tulyén nhong, e HEN| CAC oM V] can cu vao tat l1eu “Huong
dan ky ndng khai thée théng tin va van hoa (mg xur khi tham gia moi trudng mang”
dé xdy dyng phuang an, hinh thire, ké hogch (6 chire tuyén truyén dén cdn b, cong
chire, vién chire, nguoi lao ddng cuia don vj va ngudi dan doanh nghiép trén dja ban.
Don vj i tai ligu wyén truyén tai Trang thong tin di¢n tir eta S& Théng tin va
Truyén thng trong Chuyén mye/Thong tin tuyén truyén/Théng tin dién tu,

Moi thong tin lién hé hé tro: Ba Truong “Thi Ngoce Thao, chuyén vién phong
Thong tin dién wr, S¢ Thang tin va Truyén théng, s dién thogi: (028).3520.27.27, sb
ndi bo: 392, thur dién ter: dt.sttet@tphem.gov.vin /.

N:rr{;j:lf(l?n.' TL. GIAM POC
W trén; 4, TRUONG PHONG
Ban I > Thinh vy: . :
ot /f’ St S\T"HONG TIN BIEN T
Luu M TTOT (NT.80). f‘\*” : f_: _

Nguyén Thanh Hoa

59 Ly Ty Trong, Quén 1, Thanh plu’) 1A Chi Minh
T (028) 352027 27 [Fax: (028) 35 20 24 24

E-manil: stitiedtnhem.nov.vn Waohaites hinfaninu fnt_hos nae s
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HUONG IYADI¥-MINA IKHAT THAC THONG TIN VA VAN HOA
* AN GORUFTREN b .
1o Cong fdysd IS ISTTTT-TTOT ngy ] 76 /2023
NS PSS Thong tin vé Truyén théng)
I, CAC VAN BAN PHAP LUAT LIEN QUAN

1. Quy djuh qudin ly

- Ludit Cong ngh¢ thong tin;
- Lufit An ninh mang;

- Nghj dinh s& 72/2013/ND-CP ngdy 15 théang 07 ndm 2013 cta Chinh
phi vé quan ly, cung ciip, str dyng dich vy internet va thong tin trén mang;

- Nghj dinh 56 27/2018/ND-CP ngay 01 théng 3/2018 ciia Chinh phi vé
stra d8i, bd sung mot s didu cia Nghj dinh s8 72/2013/ND-CP ngdy 15 théng
07 nim 2013 vd quan ly, cung ciip, st dung dich vy Internet va thdng tin trén
mang;

- Nghj dinh s8 42/2022/ND-CP ngiy 24 (héng 6 niim 2022 cta Chinh
phil vé cung chip théng tin va dich vu cdng trye tyén clia co quan Nha nude
trén mdi rrdng mang;

-« Théong tu s& 09/2014/TT-BTTTT ngdy 19 thang 8 niim 2014 cia Bg
Théng tin vd Truyén thang quy dinh chi tiét v& hogt dong quan 1y, cung cép, st
dung thong tin trén rang thong tin dign t va mang x& hdi;

- Thong tu s6 38/2016/TT-BTTTT ngdy 26 thing 12 niim 2016 cva B
Théng tin va Truyén thong quy dinh chi lidt vé viée cung cip thdng tin cong
cdng qua bién gidi.

2. Quy djnh xi phgt vi pham hanh chinh

- Nghj djnh sé 15/2020/ND-CP ngdy 03 thing 02 niim 2020 ctia Chinh
phil quy dinh xtr phat vi phgm hanh chinh wong [inh vy buu chinh, vién thong,
thn 58 v tuyén dicn, cong nght thong tin vi giao dich dign

- Nghj dinh sé 119/2020/ND-CP ngdy 07 thing 10 niim 2020 cia Chinh
phii quy dinh xir phat vi pham hinh chinh trong hogl dong bdo chi, hoat dong
xudt ban;

- Nghj dinh sé 14/2022/ND-CP ngay 27 (hing 01 ném 2022 cia Chinh
pht vé stra ddi, bd sung mét s6 diéu clin Nghi dinh g6 15/2020/NP-CP ngdy 03



théng 02 niim 2020 cta Chinh phi quy dinh xir phat vi pham hanh chinh trong
Iinh wvire buru chinh, vién thdng, tAn sd vo tuyén dign, cOng ngh¢ thang tin va
giao djch dién ut,

3, Céc viin bin khdc lién quan

- Quydt dinh sb 874/QD-BTTTT ngdy 17 thang 6 nim 2021 cia B§
Théng tin vii Truyén thong v& viée ban hanh Bé Quy tic g xur trén mang xa
hoi,

1. MOT SO KY NANG KHAI THAC, SU DUNG THONG TIN
TREN MANG

1. K¥ niing thu thip, tim kiém thong tin

- Théng tin thu thip duoe chn dédm bio che véu cdu sau:

+ Chinh xde: théng tin tir che ngudn tin chinh théng, cdc ngudn tin ddng
tin cfly, di dugce kidm chitng hofic c6 co s&r dé kiém ching,

+ Phi hgp: thong tin thu thip phai phti hop véi myc dich, nhu cu chn
khai théc,
+ Kip therl, diing thod didm: thang (in, sb li¢u thu théip phai 13 théng tin
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o Thire KiAn Him Lidm thAne Hin tedn menne Tateee i sl e o oo 1
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ey Um kiém nhnr: Google, Cée Cée, Bing... Dé nang cao hi¢u qua cla viée tim
kiém v cho ra kél quit (dp trung, khéng dan trii, nguei ding ¢an xdc djnh rd 1ir
khéa tim kidm (e khéa xde dinh mét phan hoge toém bo ngi dhing cén tim kiém),
dua ndi dung im kiém vio trong déu “* tim kiém theo tén midn, theo dinh dang
tp tin (.doc, pdf...), st dung cée thuit todn tim kiém (+, -, and, or).

- So sénh, dbi chiéu, dénh gid tir cde ngudn théng tin tm kibm duge dé
chon lgc thdng tin tin cdy, ph hop véi myc dich can im kiém,

2, Kiém chimg théng tin

- Kiém tra ngudn tin: Ngudn tin chinh thie 13 nhitng théng tin duge
diing, phat trén bdo chi Vigt Nam hofic trén cdc trang théng tin dién tir clia co
quan Bang, Nha nuée theo quy dinh phép [uft vé bio chl, s& hiru trf tug (quy
dinh tai Khodan 18 Piéu 3 Nghi dinh 72/2013/ND-CP), Ngodi ra, cdc ngudn li}1
¢ ndi dung ding tin ey 18 cde trang thdng tin dién (tr 18ng hop, mang xa héi di
duge cdc co quan chire niing chp phép.



- Kiém tra tén mibn truy ciip: 1 (6n mién qude gla Vi¢t Nam hay tén
mién Qudc té, cu thé:

+ ‘Tén mién qudc gia Viét Nam duge quy dinh tgi khodn 3, 4 Didu 7
Thong w s 24/2015/TT-BTTTT ngdy 18/8/2015 clia BO Théng tin va Truyén
thang quy dijnh vé qudn ly va sir dung tai nguyén Intemet, cy thé: Bo dién t,
Trang théng tin dign tir hojc Cdng thdng lin dién i cia cde co quan Dang, Nha
nude; Trang théng tin dién 1 tdng hep va mang xa hoi thude dbi tugng cﬁp
phép phai sir dung it nhit mgt tén midn “.vn” va luu giiy thong tin (i hé théng
mdy chii c6 dja chi I & Vi¢l Nam,

+ Xem xét tén mién qudc 1 tinh triang di théng bio véi Bo Thong tin va
Truyén thong bing cdch tra ctru qua dja chi: www thongbaolenmien.vn (gi myc
Nha diing ky t&n micn quoc & tai Vi¢t Nam,

- Kiém tra thong tin co quan ehii quitn trang théng tin dign tik: thye
hign kiém tra trén giso dién tang chu cde ni dung sau: Tén Bdo hofc trang
thdng tin dign tr, én co quan chi quan (méu c6), ngudi chju trach nhiém ni
dung, dia chi lién h¢, thu dién w, s6 didn thogi lién h¢, thong tin gidy phép (bao
gbm: 36 gifly phép, ngay ciip, co quan ¢fip) (nu co),

- Kiém tra ndi dung thong tin:

+ Kidm tra sy ddng nhét glira tiéu dé va ndi dung bai viét, trdnh céc bl
vidt gidt tit d& thu hut lugt xem (rong khi thdng tin khong lién quan, Tin tire gia
mao thudmg ¢ ndi dung mang tinh gidt gén, thwong mai; nhomg tin ndy thudng
khong cd co sd thye (é. -

+ Kidm tra thoi diém ding phat thong tin nhim xdc dinh tinh chinh xéc
ctin thong tin, trdnh (rudmg, hgp st dung thong tin ¢l vdi ddn mée thoi gian méi
hosic ¢é tinh mp mo vd thoi gian nhim thu hat sy quan tdm ctia ngudi doc,
Viée kidm tra, xdc minh thot diém ding phdt va thdi diém dién ra thong tin gitip
ngudi st dung tréanh duge trudmg hop bi dan dit theo mue-dich cta ngudi p_hét
tdn thong tin,

+ Kiém tra video clip v hinh anh trong bai viét ¢o chan thye, co chinh
sira hay ciit ghép khong, cd phit hop véi ndi dung khong,

+ Kidm tra théng tin: ra clru thong tin tgi cde ngudn tin chinh théng
khac.



1. KV NANG SU DYNG VA XU LY THONG TIN TREN MANG

I, Nhfin di¢n théng tin xAu, dge hal, gia myo

- Nhimg thong tin sai trai cé tinh chdt chinh tf nhu: Xuyén tac, pha hogi
nén tang Wr twdnp ctia Dang va cdch mang Vigt Nam, chu nghia Méc-Lénin,
tudng HO Chl Minh; phi nhin dudng 16i, thanh t céch mang, thdi phdng
khuyét diém cua Ding, Nha nude tay xuyén tae lich sir dén tde, xtc pham quéc
cu, qude ky; boi nhy, gid myo cic dfmg chi linh dgo cao L:'ip cia Dang, Nha
nuac, trdng linh hre lugng vil teang,

-~ Nhimg thong lin sai trai, ddc hai ¢a tinh chdi 10i pham cong nghé théng
tin nhur: lira ddo trén mang, danh cdp théng tin, ma khau, tdn phdt ma doc.

- Nhimng thang tin xufit phdt tir nhmg trang thdng tin dién tir, tai khoan
cd nhdn hofic (Ir nhimg trang, tai khoan khdng thude co quan bdo chl chinh
théng hojic co quan nhi nude,

~ Nhang thdng tin kich déng xu hudng Iy khai, kéu 2oi xudng dudmg
bidu tinh; pha hoai an ninh trft ty, pha hoai sy lhéng nhét toan ven lanh thd
quéc gin, dn the, gy chia ré dodn két git cac din (0e, cde 10N gido nude La,

- Nhitng thong tin vi pham cde chufin mire dao dire, vin hoa, thuéin
phoang m0 e nhie tnwds ba 142 ghorg Lol kot v kel sa 1ua, Uy WG, DRO TYC va
thiy han d6i véi cd nhan va chire; phd hoai ban sic vn héa ddn tac. ruvén
théng din tdc.

« Ngodi ra, vd At phap ludt, vige nhan dién théng tin xfu, déc di duge
thé hign tai khodn 1, Didu 5 Nghj dinh 72/2013/NR-CP va trong Lufit An ninh
mang,

2. Phwong thive, thit doan hogt ddng
- Lgi dung cde (rang mang x& hdi nhur Google, Facebook, YouTube lam
cOng cy, str dung va nhn réng mang ludi ehng tic vién rong khi'ip, lgi dung
nhitng y kién, danh gid, nhiin xét cia cde cd nhin, 16 chire ¢6 uy tin, ¢é tam dnh
hudng trong vil ngodi nude, tgo dyng cde 1Ai khodn cd nhan trén mang xa hoi dé
chia sé, phat tdn théng tin xuyén tac, bia diit chdng pha,
~ S dung di¢n thogi théng minmh, mdy (nh bing... dé quay phim, chyp
anh, truyén tai video, hinh anh livestream tryc liép tir hién triromg nhim dén dét,
hudng dur lugn dén cde vin dé tigu cyre,
- Cil ghdp cde hinh anh, video hodic sit dyng cic théng tin cil ¢é higu tng
kich dong tr wedng dbi vai cOng ddng mang dé Xuyén tyc, 16i kéo ngudi din,



- Str dyng tai khodn mao danh cée ddng chf lanh dgo, lye lugng chie néing
(quén doi, cOng an) c6 anh hudng dén cong ddng dé phdt huy tdi da khé niing
lan truyén thong tin gy hoang mang dur lugn,

- Tao higu tmg dam ddng trén khong gian mang béing cach huy dong mét
s0 lugng 16n cde tai khodn mang xa hoi (da sé 1 céc Ldi khodn do) gin cée bidu
ngtr phan dbi Pang, Nha nude dé tae dong ticu cye dén nhiu ngudi,

3, Ciich xtr Iy khi phat hign théng tin xfiu, dde hpl, gld mgo
[Khi phat hi¢n céc trang théng tin di¢n t, tai khodn mang xi hoi gid mgo,
déng tai théng tin xéu, dde, gid mao chn thye hign:

- Luu lpi bing chimg (Iwu lpi duong link, chyp dnh man hinh tin, bai vidt,
video nghi 14 thong tin xéu, dc hai, gia mgo,...).

- Guri bai viét phan hdi dé canh béo, théng béo cho ngudi quan 1y trang
thdng tin dién Wr (théng qua dia chi lién hé tai chdn trang hodie tinh ndng phat
héi eia trang) holie nhd cung cfip dich vy mang xa hoi dé xda bé cde thoéng tin
vi pham,

- Théng bdo tin gid, tin sai sy thit hofic (i khodn mang x& héi, cde trang
mang gia mgo co quan nha nude, td chire, ¢4 nhan (kém theo biing chimg) dén
cdic co quan chire ning ¢o thim quyén theo cte cdeh sau: _

+ Trung tam xu Iy tin gia Vi¢t Nam (VAFC) thuge Cyc Pht thanh, truyén
hinh va thong lin di¢n W (B Théng lin va Truyén thong) véi dudng din
www.tingia.gov.vn hoiic goi dén dudng ddy néng (hotline) 18008108 dé bdo
thong tin,

- Sau khi co quan chire ning chinh thire khiing dinh théng tin phan dnh
1a tin gid, tin sal sy tht, nén chia s¢, lan tod thdng tin da duge Khiing dinh dé
cdng ddng myng néng cao canh gide va trdnh vi pham phdp lugt,

IV.CAC PHUONG THUGC, THU DOAN CUA DANG TQI PHAM
TREN KHONG GIAN MANG

- Str dyng ddu s& dién thopi, mao danh cén by cla cor quan chire néng
(Céng an, Vién Kiém sdt, Toa 4n) goi dién cho ngudi dén dé phyc vy didu tra,
phat tién,...gdy hoang mang ngudi din, tir d6 chuyén tidn vio tai khodn do cfe
déi tuong ndy cung cip.

- Lan truyén tin gid ddnh vio ém ly hiéu ky, long tin va sy thuong ngudi
dé lira gat chiém dogt (A1 san qua hinh thire tir thign, kéu goi dong gop lira déo.

- Blly tinh, l¢i dung tinh cm 1ong lin va sy thuong hai dé Lira ddo qua cic
nén tdng Faccbook, Zalo, Tinder, Telegram.



- Thn cong (i khodn mang xa hoi ctia ngusi bi hai, két ban trong danh sédch
ban be, sau dé (9o ra cde kich ban nhiin tin lira ddo nhim chiém quyén tai khodn,
ldy cép thong tin, chidm dogl 141 san, boi nho danh dyr, téng tién.

- Thn cong hop thu dién u, thay déi ndi dung cie gino dich, hgp ddng
thuong mai dé chidm dogt tai san hogc pid mqo chic trang thong tin dién ti, cdc
dich vy tryre tuyén dé 4y clip theng tin (i khoan ciia khéch hang vA rit tidn,

- Che dbi trgng mé che trang cd nhin ban hdng online, quing cdo cde mit
hang, sau dd ydu chu chuyén khodn tién dit coc. Sau dé, ddi trgng khéng giao
hing, giao hing gid, hang kém chilt lirgng hoge khoa (rang mang, x6a hin dé xéa
ddu véi, bo sb dien thogi va chiém dogt 1di sdn cda bj hai.

~ Gid mao trang thuong mai dién wr 1én tai Viét Nam, nude ngodi lira nan
nhén ldm cong tAc vién dé din dy nan nhén thye hi¢n chay quéing cdo Iira ddo
trén Facebook hay girl tin nhiin quang edo spam qua tin nhdn,

- Théng baa Iring thirdng hodc giri tin nhin nhan qua cd gid trj va dé nghj
ndp phi dé nhiin thudng, 16 ph( hai quan nhim chiém dogt tidn,

~ Thong qua hinh thire kinh doanh da cép hojc qua cdc sdn giao djch do
(san vang, ngogi 1§, bt dong san) 1y lip hojie dimg ra lAm ddu méi cho san giao
dich nude ngodi dé 181 kéo khdch hang m& Wi khodn giao dich dé chidm doat
tién ddu tu,

- Wid Yo ¢an be ngan hang yéu cu cung ciip mét khéu, ma PIN hojc
thing tin thé dd v Iyi e oA lidn aunn din ndo sino dtol Ggnin Ny ula Jgul

dan dé chiém dogql 1ai san,

V. UNG XU KHI THAM GIA TREN KHONG GIAN MANG

1. Nhfing difu nén lam:

- Chn néim ving vi tufin tha quy dinh phdp lugt v& cung chp théng tin
trén mang (Lufit An ninh mang, cdc van ban c6 lién quan), B9 quy téc (mg xir
trén khong gian mang dd xfy dyng moi lrudmg mang xa boi linh mgnh, an todn,
tich cuye,

- Lara chon k§ hrdmg, kiém chimg thdng tin chinh xéc, pht hep trude khi
dang 1én mang x4 hoi va phai co trach nhiém vdi thdng tin minkh cung cdp, chia
8¢,

~ Moi ngudi tham gia sit dung mang phai ¢6 tréch nhiém Lon trong nhau,
0 thdi do g xdr viin hoa, dung chuén myc dao dire gia dinh vi xa héi, thuldn
phong m§ (ye, truyén théng viin héa tbt dep clin Viét Nam.

§



- S dung mang x& hoi tuyén truyén cde chii trong, chinh séch clia Pang,
phap lut ciia Nha nude, nhimg gid tr tht dep, ¢6 (ch cho xa héi, guong ngudi
b1, viée tdt dién hinh tién tién, Bong thei tham gia ddu tranh, phan bac cdc lugn
diéu sai trdi, thong tin sai sy thit.

- Ty bao mat thong tin c4 nhan bing xéc thye mdt khiu 2 16p (mdt khdu
tal khodn nén thém cac ky tw dée bi¢t nhwe @, 8, I..). Céin thiin trong viée lya
chon ban bé trén mang, chi két ban véi nhirng ngudi minh bidt va tin tuong.

- Vin ddng ngudi thin (rong gia dinh, ban be, nhitng ngudi xung quanh
tham gia gido duc, bao vé e em, wé vi thanh nién sir dung mang x& hoi mot
cdch an todn, lanh manh.

- Chi dong nh{n di¢n théng tin, khi phét hign thong tin vi pham chn lwu
lai ching ctr va thdng bio co quan chiie niing dé kip thoi giai quyét,

2. Nhirng diéu khong nén lhm: |

- Khoéng ditng 4, chia sé thdng tin xuyén lae, vu khéng, xtic pham dén
uy tin, danh dir cd nhin va th chirc,

- Khéng dang, phdt thong tin thuge danh myc bi mft nhi nuée 1én moi
trudng mang.

- Khéng 14p hoi nhom dé ndi xfu, cong kich 1an nhau,

- Khéng dang tai, chia sé, nhiin xét, phé binh trwde mot thong tin, sy
kién khi chua hiéu 1o v& vy vide dé, hofe khong ¢d cin cfr dé khing dinh sy
kién d6 12 cd thét,

- Khong ¢b say, tiép tay cho cde trdo hru I§ch lac, (hiéu van hoa, gly
phan cém, bj xd h{i lén dn.

- Khong phat ngdn tiy tign, by 16 quan didm (rdi nguge véi quan diém
chung ciia co quan, 16 chire, noi dang lim vice,

- Khéng lan lruyén thong tin bja diit, gy dnh hudng dén tral ty an todn
xii hoi, giy kich dong bgo lye, phin bigt dén tde, ving midn, gidi tinh, ton gléo,

- Khéng str dyng nhitng (ng dyng khong 10 ngudn gde dé (ranh b 1am
phin boi cde tin rdc hay b |4y chp thdng tin tdi khodn,

. Khéng chia s¢, khong click (dn phim chudt) vao dudng din (dudng
link) la hode duge gl W ngudi lg.

- Khong phat tan (§p tin 1 cde email c6 dja chi khong tin cfiy hofic chia
s tin nhéin rde, virus i ngudi khéc



- Khéng khai thée tedi phép dir 1i¢u cd nhan cuia ngudi khac,
VL. TRACH NHIEM CUA TO CHU'C, CA NHAN
[. CAc hanh vi bj nghiém chm

Nghiém cfim cde 18 chire, ¢4 nhin thire hi¢n chc hanh vi quy dinh tqi Didu
12 Lufit Cong nghé thang tin; Diéu 8 Luat An ninh mang: Didu § Nghj dinh sé
72201 3/ND-CP ctin Chinh plhw,

2, Trach nhigm cin 18 chive, ed nhan khi tham gin méi trwdng mang

- Th chire, cd nhin phai chiu trich nhi¢gm theo quy dinh cun phap lugt vé
cdc théng tin ma mlnh heu trir, truyén dua, cung cdp hoiic phat tan trén mgng
(quy dinh tai khodn 5 Piéu 21 va khoan 4 Didu 26 Nghj dinh 56 72/2013/ND-
CP). TH chire, cd nhan tham gia hoal dong (mg dung CNTT phai chju trach
nhi¢m vé ndi dung théng tin s6 cia minh trén moi lruomg mang (quy dinh tai
khoan | Didu 9 Lugit Céng ngh¢ théng tin).

- Td chire, cd nhan tham gia hopt déng quin 1y, cung cdp va sir dyng
thong tin trén mang c6 trdch nhidm bao vé& bl mit nha mrde theo quy djnh ctia
phdp luftL. Té chire, ¢4 nhin khi ho trir, truydn dira trén mang thdng tin thujc
danh mye bi mit nha nuée e trdch nhigm ma hda thong tin theo quy dijnh ctia
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vién cde trang mang xd hii, cde dién din, trang tin cong cong v trén Intemnet
ndi chung,

Trang thang tin digén w, cong thong tin dign ur hofic chuyén trang trén
mang xd hoi cia co quan, 18 chite, cd nhén khéng duge cung cﬂp, dang tai,
lruyén dua thong tin c¢6 ni dung quy dinh tai cie khodn 1,2,3,4 vi5Ditu 16
cta Lufit An ninh mang va thdng tin khdc co noi dung xdm pham an ninh quée
gia,

- Kip thori eung cp théng tin lién quan dén bao v¢ an ninh mang, nguy
ca de doa an ninh mang, hinh vi xém pham an ninh mang cho co quan cé thim
quyén, lye lrgng bio vé an ninh mang,

Phong nglra, xtr ly théng tin trén khéng gian mang ¢6 noi dung tuyén
truyén chéng Nha nude Chng hda xit héi chi nghia Viét Nam; kich dong gly
bao logn, pha rbi an ninh, gdy rdi Wit tyr cong ebng; 1dm nhue, vu ](héng; Xlim
pham 1t Ly qudn )y kinh té,



- Phong, chdng hanh vi s dung khong gian mang, cong nghé théng tin,
phuong titn dién wr dé vi pham phip luft vé an ninh quéu gia, trdt Ly, an toan x4
hoi,

3. DI véi che co quan, td chie quin trj trang théng tin di¢n ti, trang
mang xd hol

- Cdc co quan nhi nude khi xdy dymg trang théng tin di¢n cln tudn
thy ddy du cdc quy dinh cia Nghi dinh s6 42/2022/ND-CP ciia Chinh Pht quy
dinh v& vige cung cdp thong tin va dich vy cong trye tuyén cta co quan nha
nude tén moi trudng mang,

- Khuyén khich cdc co quan, don vj sir dyng mang xa hoi dé phye vy
cOng tdc tuyén truyén, cung ¢lip cc théng tin da dang, phong pht, chinh xéc,
kip thoviy ting cudmg dua nhirng thdng tin tieh cyre trén cite trang mygng xa hoi dé
dinh huéng du luin, o ddng thugn gitra chinh quydn Thanh phd va ngudi dén

- Chtl ddng vd sodt lodn bS ndi dung thdng tin wén trang mong xé héi
chinh thire ctw co quan, don vi minh, khong dé cdc ddi wong xdu lgi dung binh
lufin, tuyén truyén xuyén tge, gy du lugn xfu, Ning cao trach nhiém ctia ngudi
dimg déu va cde cd nhan duge giao trye liép quan Urj, ditu hanh trang thong tin
dién W, mang x@ hoi nhiim qudn 1y chil che ndi dung thong tin, ddm béo an
ninh, an dan thdng tin.

- Cée co quan, don vi 6ng hop va gui thong tin cho $¢ Théng tin va
Truyén théng vé cde trang thang tin dién 1 vi mang xd hdl eda don v; dang
quédn ly, dé cong khai cho ngudi din bidt vé cde ngudn thang tin chinh théng,

VII. CAC HANH VI VI PHAM QUY DINH KHI SU DUNG DICH
VU MANG XA HOI

Didu 101 Nghj dinh 50 15/2020/ND-CP ngiy 03/02/2020 quy dinh vé ciic
muc xu phal ddi vai hanh vi vi pham cde quy dinh vé trdch nhié¢m st dung dich
vy mang xa hdi nhur saw:

1. Phat (ién 1 10,000,000 ddng dén 20,000,000 ddng ddi véi hanh vi lgi
dung mang xi h(‘pi dé thue hién mot trong cée himh vi sau:

- Cung cép, chia s¢ thang tin gidi mao, thdng tin sni sy thijt, xuyen tac,
vu khdng, xiic pham uy (i et co quan, & chire, danh dy, nhan phim cia cb

nhén;
- Cung cép, chin s¢ thong tin cd sty cde hil tye, mé tin, dj doan, ddm 8,
adi truy, khéng phit hop voi thudin phong, my tyc cha dén Lgc;



- Cung cép, chin & thdng tin midu ta (i mi hinh dgng chém, giét, tai
nan, kinh dj, ring ron,

- Cung cdp. chia sé thang tin bja dat, gdy hoang mang trong Nhan dén,
kich ddng boo lye, 10i e, 1§ nan xa hoi, ddnh bac hojic phue vy ddnh bac;

- Quang cilo, tuyén truyén, chia sé thong tin v& hang hda, dich vy bj cém;

- Cung cﬁp, chia sé cdc tde phﬁm bdo chl, viin hoc, nghé thudt, suflt bin
phém md khéng dirge s ddng ¥ cia chi thé quyén s¢ hitu tri g hodc chura
duge phép hru hanh hofic dé cd qnyél dinh cdm liu hanh hode tich thu;

- Cung ¢ip, chia s¢ hinh anh ban dd Vigt Nam nhung khéng thé hién
hofic thé hién khéng ding chil quyén qubc gia;

- Cung c{ip, chin s¢ dudng dfin dén thdng tin trén mang co ni dung bj
chim.

2, Phyt tién (i 20,000,000 dong dén 30.000.000 déng d8i véi hanh vi tidl
10 thong tin thude danh muc bl mt nha nude, bl mat déi tr etin ¢4 nhiin va bl
mt khéc mi chura dén mie truy evn trach nhiém hinh s,

3. Bi¢n phap khic phue hju qua:

Bugc g o thong tin sai sy thit hodic gdy nhém 1An hofic thong tin vi
pham phap ludt do thye hign hanh vi vi pham quy dinh tai cdc khoan | va 2
Pidu ndy,

VIII. HANH VI VI PHAM QUY BJNH VE LUU TRU, CHO THUE,
LKUYEN DUA, CUNG CAP, TRUY NHAP, THU THAP, XU LY, TRAO
DOI VA SU DYNG THONG TIN

Didu 102 Nghj dinh sé 15/2020/ND-CP ngdy 03/02/2020 quy dinh v¢ cic
m'L‘rc xur phat hinh vi vi pham quy dinh v& lvu i, cho thug, truydn dua, cung
cdp. truy nhiip, thu thip, 8t 1y, trao d6i va sie dyng thong tin nhr sau:

L. Phat tidn wr 2,000,000 dbng dén 5.000.000 ddng ddi véi hanh vi T triy

théng tin cd nhén cin ngiedri khic thu thdp duge wén mo; trudrng mang vugt qua
thari gian quy dinh ctin phip Indt hotic theo thda thugin gitra hai bén,

2, Phyt tidn 1t 5.000.000 ddng dén 10,000,000 dong ddi vii mat lrong cic
hanh vi sau;

- Khong chm dirt viée cho thué chd luu trw thong tin s trong truong hop

tir minh phat hién hofic duge co quan nhd nrede ¢ thim quyén thong bdo cho
biét thang tin dang durge luu triv 14 tedi phdp lufig

A " ‘A
. Khéng cham dint viée cung cﬁp cho b chire, ¢d nhian khic cdng ey im
kidm dén cdc ngubn thong Lin s trong trudmg hop tr minh phét hién hoiie duge



co quan nha nude ¢6 thim quydn thdng bdo cho biét ngudn thdng tin sd dé 14
trdi phdp luft;

- Khéng kiém tra lai, dinh chinh hofic hiy bo thong tin ¢4 nhan clia ngudi
khéc Juu trit trén moi truong mang trong qud winh thu thap, xu ly, sir dyng
théng tin khi ¢6 yéu clu ctia chi st hivu thong Lin do;

- Cung cép hofic str dung thdng tin cd nhéin chua duge dinh chinh khi cé
yéu cdu dinh chinh ctia chd s¢ hiru théng tin do;

- Cung cfp hoic str dyng thdng tin ¢é nhin khi da c6 yéu ciu hiy bé ctia
¢hi s& hivu thong tin do.

3. Phat tién (0 10.000.000 ddng dén 20,000,000 ddng ddi véi mot trong
cdc hanh vi sau:

- Truy nhép, st dung, (iéL 16, 1am gidn doan, stra ddi, pha hogi trai phép
thong tin, h¢ thdng théng tin;

- Khong thyue hign cde bién phép cin thiél dé ngin chiin vige truy nhip
thng tin hodic logi bd thong tin tréi phép lujt theo yéu clu ca co quan nha
nude cé thdm quyén khi truy@n dua hoiic cho thue chd lru trir théng tin sb;

- Khong thye hién yéu cdu el co quan nhd nude co thdm quydn vé viée
xéic dinh danh séch chi s hiru thué chd Ivu teir (héng tin s6;

- Khong bao dam bl mat thong tin cta (8 chire, cd nhin thué chd luu trit
thdng tin s6 trir cite trudmg hop cung cip theo yéu chu ctia co quan nha nuée co
thdm quyén;

- Khéng thye hitn cie bign phdp quan 19, ky thut cdn thiét dé bio dém
thdng Lin cd nhan khong bj mét, dinh chp, tiét 16, thay ddi hotic phd iy khi thu
thiip, xur 1y va str dung thong tin cd nhéin cha ngudi khde trén méi trudng mang;

- Thu thdp, XUr 1y v str dyng thong tin etia & chire, cé nhéin khac ma khong
duge sy ddng ¥ hotic sai mye dich theo quy dinh clia phdp ludt;

- Cung cfip, trao déi, truyén dua hofic luu trir, st dyng théng tin s6 nhém
de doa, qufty réi, xuyen tge, vu khbng, xtic pham uy tin cla (6 chire, danh dy,
nhén phﬁm, uy thn cta ngudi khdce;

- Cung cfip, trao déi, truyén dua hofic luu trir, str dyng théng tin s6 nhim
quang cho, yén truyén hang hoa, dich vy thude danh myc b cdm;



- Ngain chiin trdi phdp ludt vide truyén tai thong tin wén myng, can thigp,
truy nhéip, gy nguy hai, xoa, thay déi, sao chép va lam sai l1éch thdng tin trén
mang,

- Khang tin hanh theo dai, gidm st thong tin sé cia 16 chire, c4 nhén theo

|
n 1

yéu clu cta cor quan nha nude ¢d thdm quydn:

- Khéng hop tae, phoi hgp diéu tra cde hanh vi vi pham phdp ludt xdy ra
trong qud trinh truycn dua hoiic hwu it héng n sd cia (& chtre, ¢d nhin theo
yéu chu ctia co quan nhd nurde ed thdm quyén;

- Tidt 16 thong tin thude danh mue bi mit nha nude, doi sdng riéng Iur, bi
mél cd nhin, bi mdt gia dinh ma chua dén mire truy ctru trach nhiém hinh sy,

- Gid myo 18 chire, ¢i nhdn va phat tdn thdng tin gia mao, théng tin sai sy
thit xam hai dén quydn v lgi feh hop phdp eda 16 chire, ¢d nhan;

- Chidm doat thu, di¢n bio, lelex, fax hoje van ban khde cdn ngudi khic
uge lruyén dua (rén mang dudi bit ky hinh thire ndo;

- Ch y Iﬁy cde théng tin, ndi dung cia thu, dién bao, telex, fax hofe vin
ban khdc ctia nguoi khde duge trayén dia én mang;

- Nghe, ghi dm cude dam thoai trdi phip Tudt

-Thu gitr thu, dién béo, dién tin tedi phdp Jugt.

4, Phyt tidn tr 30.000.000 dong dén 50,000,000 ddng ddi vii mol trong
cic hilnh vi sau:

- Khéng dam bao bf mt thdng tin rieng chuydn qua mang vién thong cong
cong hogic tidt 1§ théng tin riéng lién quan dén ngudi ste dung dich vy vién
théng,;

~ Cung L:E"'l]), trno ddi, lruyén dura, Tuw e, sir dung thdng tin, dich vy cd ndi

dung dénh bace hodic phyc vu ddnh bac; dam 8, dbdi tryy, mé tn dj doan, tedi dgo
dire, thudn phong my tie et dfn toc,

5. Phat tidn tr 50,000,000 ddng dén 70.000.000 ddng ddi véi mot trong
cac hanh vi sau:

- Mua ban hodc trao déi teii phép thong tin riéng cla ngudi sir dung dich
vy vién théng;

- Che giffu en, dju chi di¢n tr cia minh hodic gia mao tén, dja chi dién W
clia 16 chire, cd nhan khic khi giti thie didn (wr, tin nhin,



6. Phat tidn tr 70,000,000 déng dén 100.000.000 ddng dbi v&i hinh vi
cung cp, trao ddi, truyén dua hoje luu u, str dung thong tin sé dé tuyén truyén
sai rdi, khong dang sy thit vé chi quyén linh thé quée gia Viét Nam,

7. Phat tién 1ir 50,000,000 déng dén 70,000,000 déng déi véi mor trong
ciic hanh vi sau:

- Tuyén truyén, kich dong bgo lyc; truydn bé twdng phin déng ma chua
dén mirc truy ciru tréich nhiém hinh sy;

- Cung ¢dp thong tin, hinh anh vi pham chii quydn quée gin; xuyén tge sy
thit lich s, phti nhn thdnh tru cdeh mang; xte pham dan 1de, danh nhén, anh
hing dén te ma chua dén mirc truy elu trdch nhiém hinh sy.

IX. CAC HANH VI PHAM NGHIEM TRONG CO THE By XU’ LY
HINH SU’;

L. Phat th (&r 03 thdng - 02 niim ddi véi 41 lam nhye ngudi khéc (Pidu
155 BO ludt Hinh sy niim 2015). '

- Hinh thire xur phat bo sung: 10 =30 triéu ddng; cm dam nhigm chie vy,
c¢dm hanh nghé 01- 05 niim,

2. Phat (0 tir 01 — 03 nitm ddi véi 6i vu khdng (Diéu 156 B ludl Hinh sy
ndm 2017),

- Hinh thire xvr phyt bd sung: 10 = 50 triéu ddng; ¢dm ddm nhiém chire vy,
c¢lm hanh nghé 01- 05 nim.

3. Phat cai tao khong giam gitr dén 03 ndm hogic phat th tir 06 théng — 03
ndm doi vdi 191 lgi dung cde quydn ty do ddn cht xam pham lgi fch ciia Nha
nude, quydn, loi ich hop phdp cto td chire, cd nhan (Didu 331 BO lufit Hinh sy
néim 2015, stra ddi bd sung ndm 2017),

4, Phat (0 (& 02 — 07 nam ddi v6i pham 91 gy anh hudng xfu dén an
ninh, L Ly, an todn Xa hoi (Didu 331 BA ludt Hinh sy nim 2015, stra dbi bd
sung ném 2017), -

5. Phat th 05 — 12 niim d6i voi 107 1am, tng (i, phat tin hojic tuyén truyén
thong tin, tai ligu, vit pham nhim chdng Nha nude Cong hoa XHCN Vigt Nam
(Diku 117 B lugt Hinh sy ndim 2015)..






